Exercise for Determination of 

Industrial Control System Cyber Security Vulnerabilities


Introduction
As part of the Critical Infrastructure Protection (CIP) Program, the National Information Assurance Partnership (NIAP) www.niap.nist.gov, a partnership between the National Security Agency (NSA) and the National Institute of Standards and Technology (NIST), provides technical support and guidance to industry to improve the information technology security posture of the systems and supporting operations that comprise the US national critical information infrastructure.  One component of this effort addresses computer security for the networked digital systems used to control industrial production and distribution.  NIST is working with industry to incorporate a systems approach to engineering security into the life-cycle processes of process control systems and the components that comprise such systems.

This effort is being carried out through the Process Control Security Requirements Forum (PCSRF), an industry group organized under the NIAP umbrella.  The objective of this work is the development and dissemination of best practices and ultimately security standards that will be used in the procurement, development, testing, operation, and upgrading of industrial control systems.

The PCSRF is a working group comprised of representative organizations from the various utility and manufacturing sectors that use digital control systems and the vendors that design and produce components and systems for these industries.  The PCSRF is working with security professionals and industry experts to assess the vulnerabilities inherent to industrial control systems and to establish criteria for the development of countermeasures to be employed through a combination of policy/procedure-based and technology-based mechanisms to reduce residual risk to an acceptable level.

The Security Criteria Development Process
The security capabilities built into process control systems should be viewed as enablers that ensure the integrity and availability of the Process Control System (PCS) to perform its designed operation.  The engineering of the security capabilities has the goal of defining necessary and sufficient security mechanisms in balance with meeting functional, performance, safety, and cost criteria.  This goal is achieved through establishment of a security case as the justification for security mechanisms.

A key aspect of the security case is accurate statement of the problem.  This is accomplished by defining the vulnerabilities associated with the technology, environment and function of the system to be developed.  A threat assessment is then conducted to determine risk associated with the identified vulnerabilities.  This vulnerability-based threat determination forms the basis for development of computer-based and procedural countermeasures to counter the defined threats.

Workshop Objectives

This workshop is intended to support development of one aspect of the Security Case: Statement of the problem to be solved.  The objective of the vulnerability exercise is to identify the vulnerabilities specific to your industrial sector.  Vulnerabilities identified in the workshop will be analyzed and consolidated by the PCSRF to aid in accurate statement of the problem to be solved and will form the basis for establishing criteria for development of appropriate countermeasures.

Vulnerabilities will be identified through application of Control System Use Cases.  A use case is a mechanism that communicates the details of specific interactions between entities in a system.  For this exercise we are abstracting the definition and focusing on aspects of the control system network infrastructure and the modes of operations that exist in manufacturing industrial plants.  The control system use case provides context within which vulnerabilities may be discussed, refined and documented for subsequent analysis.

General Guidance for Infrastructure and Operations Case Vulnerability Definition 

The following outline is provided as a guide for conducting the vulnerability exercise:

1. Sketch out a high-level representation of the architecture that reflects the control systems major components.  The amount of detail contained in the sketch should be sufficient for open discussion, but not limit discussion to only those with detailed knowledge.  As discussion continues you may need to refine the sketch to capture clarification points made during the discussion.  Where necessary, additional information regarding use and application of specific technology should be captured in the diagram.

2. Discuss operations in the context of the architecture sketch.  The operations discussion can address any of the following: installation, configuration, maintenance, day-to-day operations, etc.  The purpose is not to get into detailed discussion of what goes on but to focus on the vulnerabilities that are inherent in the operations the occur based upon the infrastructure sketch and the technology employed and physical aspects of the environment.

3. Define Vulnerability Scenarios.  Vulnerability scenarios may be defined based solely on the infrastructure, solely on the operations case or based on a combination of the two.  Although all possible vulnerabilities are of interest to the PCSRF, priority should be given to those vulnerabilities specific to computer-based mechanisms.  Consideration should also be given to those vulnerabilities that would result in violation of safety criteria and safety constraints.

The documentation of the vulnerabilities may include discussion of the implications of exploiting the vulnerability as well as information regarding how the vulnerability might be exploited
.

The following may be considered as a basis of discussion and definition of vulnerabilities:

· Physical and computer-based operating environment and controls 

Endangerment of Public Health and Safety

Environmental Damage

· Specific process control industry and function
Loss of Production/Generation/Distribution
· Process control component technology and implementation

· Safety-critical environment 

Harm to Personnel and Equipment

· Compromising of Proprietary Information

· Liability
For additional guidance, please refer to the following example Control System Use Case.  Note that the example is specific to the Electric Power Utility domain.  You may follow the general format of the example of expand upon it when crafting your specific Use Cases and Vulnerability Scenarios.

Example Security Case: Electric Power Utility 

This security case is developed to aid in the discussion and identification of vulnerabilities and subsequent threat/attack scenarios specific to process control systems employed by the electric utilities. To establish context and bound the problem discussion space, this particular scenario describes a hypothetical electric utility.  Hypothetical attack scenarios based on the identified vulnerabilities are then developed.  This approach may be followed to identify vulnerabilities for each distinct process control domain, and perhaps also for variations of process control system implementations within a single domain.

Figure 1 shows the hypothetical electric utility Supervisory Control and Data Acquisition (SCADA) network and the Energy Management System (EMS) used in this scenario.  This figure reflects the infrastructure that is the basis for discussion of operations and associated vulnerabilities.
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Figure 1.  Hypothetical electric utility

Infrastructure

The electric power infrastructure is made up of power generation facilities as well as transmission and distribution networks (electric power grid) that create and supply electricity to end-users.  Power generation facilities include nuclear, fossil fuel and hydroelectric systems.  These generation facilities primarily use distributed control systems (DCS) and programmable logic controllers (PLCs).  The electric power grid is a highly interconnected and dynamic system consisting of thousands of public and private utilities and rural cooperatives.  A SCADA system manages distribution systems by collecting the electric system data from the field and issuing control commands to the field.

Operation

The SCADA system manages the remote terminal unit (RTU) communications, collects the electric system data from the field through a series of front-end processors, initiates alarms to the operations personnel, and issues control commands to the field as directed by the applications in the control center system. The SCADA system typically consists of a host or master computer, one or more field data-gathering and control units (PLCs and RTUs), and a collection of standard and/or custom software used to monitor and control remote field data elements. SCADA systems can collect data (i.e. voltage), send control signals (i.e. throw a circuit breaker), as well as receive status input as feedback to the control operation (i.e. the circuit breaker was activated). Current computing power allows SCADA systems to perform complex sequencing operations and provides for frequent collection of power system data.

Vulnerability Discussion Scenarios

Scenario #1

Vulnerabilities: unprotected communications; accessibility to sensitive information; lack of security training

Network traffic patterns are obtained based on public information and social engineering.   TCP/IP packets are captured as they move between supervisory stations and remote protective equipment or metering equipment.  A network analyzer or “sniffer” is attached to the network line to show the content of all data packets between the supervisory and remote equipment. The unencrypted data packets contain control and settings information that can be used in subsequent attacks on either the SCADA system or the protective equipment.
Scenario #2

Vulnerabilities: no restrictions on insider access to information; no controls on access to critical PCS configuration parameters

Authorized insider, using available information to access the control server and process control network, changes settings such that the equipment either fails to operate when it should, or to operate when it shouldn’t, causing bus, line, or transformer damage. 
Scenario #3

Vulnerabilities: no value checking of commands and parameters

Authorized insider, using available information to access the control server and process control network, issues false commands and parameters to the EMS which cause voltage oscillations on the grid.  These voltage oscillations cause the substation’s safety equipment to protect itself by shutting down the system.

Scenario #4

Vulnerabilities: open access modems utilized in components connected to the PCS network; no authentication of access; authority to execute commands not checked

A modem war-dialer scans hundreds of phone numbers above and below the utility’s publicly available phone numbers, looking for answering modems. When a connection is found, multiple commands are entered to probe the connection and look for clues as to the kind of connection. Once a login dialog is acquired, the attacker launches a dictionary-based or brute-force password attack. When the connection is complete, data can then be altered or destroyed, communications can be blocked or rerouted, and settings can be changed deliberately or randomly. The state of the equipment and service is in jeopardy.

Scenario #5

Vulnerabilities: no ability to detect and recover from service interruption

A jamming device interrupts an RF signal between the supervisor controller and an RTU which uses an RF modem, causing service interruption.
Scenario #6

Vulnerabilities: runtime configuration not controlled or properly established

Port scan or ping-sweep programs identify active system ports and/or network IP addresses belonging to a public utility.  When an active connection is found, multiple commands are entered to probe the connection and look for clues as to the kind of connection.  Once a login dialog is acquired the intruder uses insider information, social engineering, or a password attack to gain access to the system. All data, communications, and settings are vulnerable, so equipment and service is jeopardized.

Scenario #7

Vulnerabilities: no controls on s/w installation; lack of virus protection

Installing or running a computer game or other application containing a Trojan horse program opens a backdoor into the computer network.  Access is gained to the system to retrieve and exploit inside information and to access SCADA systems and protective equipment. The computer information and all systems subordinate to it are now in jeopardy.

Scenario #8

Vulnerabilities: open access to remote devices; no authentication or insufficient strength of authentication mechanism to remote devices

A sensor with remote calibration capability is accessed.  Data to the sensor may be altered or destroyed, communications can be blocked or rerouted, and settings can be changed deliberately or randomly. The state of the equipment and service is in jeopardy.

Scenario #9

Vulnerabilities: unprotected communications; insufficient strength of authentication 

Microwave signals are captured and replayed.  The timing of the control system is compromised which can result in incorrect breaker operation.
The concept of life-cycle security engineering is intended to ensure that the concerns of all stakeholders involved throughout the lifetime of a process control system are addressed.   The major aspects of the life-cycle include:


Establishment of security criteria to influence process control system component design and development;


Establishment of criteria against which verification processes such as integration testing and certification and accreditation are conducted.  These efforts ensure that solutions are appropriately integrated within their operating environment;


Establishment of criteria to ensure that confidence in the security properties of the system is maintained as systems are operated day-to-day and evolve through upgrades and component replacement.





This approach may be viewed as “criteria-based life-cycle engineering” due to the reliance on vetted security requirements as a basis for all the processes and activities conducted.





The Security Case is defined in terms of three components:





Statement of the problem to be solved.  This statement typically includes constraints levied by the intended operational environment to include mandatory policies.


Statement of the solution to the stated problem.  This statement includes criteria for development of security mechanisms and the verification activities to ensure they are properly implemented.


Justification that the stated solution is necessary and sufficient to solve to the stated problem.





Strict adherence to these principles while developing security criteria ensures that the security mechanisms are not over or under-engineered.








� It is usually easier to discuss specific attacks that exploit a vulnerability rather than to look at a diagram and then immediately identify vulnerabilities.  Such an approach is fine; however, the PCSRF would like to have the focus put on identification of the vulnerability and in that context, any supporting discussion of the attack method that exploits the vulnerability.
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