PCSRF Meeting

Wednesday, April 3, 2002 8:30am – 5:00 PM ET

Hosted by NIST

Participants

Dave Teumim and Terry Schuerman (ISA)

Bill Miller (MaCT)

Michael McEvilley (Decisive Analytics Corp)

Em Delahostria (Rockwell)

Jeff Dagle (PNNL)

Joe Weiss (KEMA Consulting)

Sal Depasquale (Georgia Pacific)

Tony Haynes and Michael Fancher (NCMS)

Al Wavering, Joe Falco and Keith Stouffer (NIST MEL)

Jerry Stenbakken, Jerry FitzPatrick, Eric Simmon (NIST EEEL)

Purpose
The purpose of this meeting was to:

· Share status and plans among participants

· Discuss the April 2nd meeting: Securing Electronic/Digital Process Control Systems

· Discuss/develop tools for sector workshops (e.g., model scenarios to use in stimulating/guiding discussions of vulnerabilities)

· Refine the agenda for the NCMS sector workshop

· Discuss the next steps

Web Site Updates

Several items have been added to the web site recently. These include:

Meeting minutes from April 3,2002:

http://www.isd.mel.nist.gov/projects/processcontrol/members/minutes/03-April-2002.doc
Rockwell presentation:

http://www.isd.mel.nist.gov/projects/processcontrol/members/documents/RA-Workshop-Agenda.pdf
Link to the ISA Control System Security Group:  http://www.isa.org/~safety/security.htm
Links to the Omega Engineering articles:

http://www.computerworld.com/securitytopics/security/story/0,10801,68624,00.html
http://www.sans.org/newlook/resources/cybercrime/021798.htm
Electrical utility infrastructure and operation case: http://www.isd.mel.nist.gov/projects/processcontrol/members/documents/electric_case.doc
Fault tree analysis document: http://www.isd.mel.nist.gov/projects/processcontrol/members/documents/FTA.doc
Participant status updates 

Em Delahostria (Rockwell) reported that he is the contact for the ISO Industrial Automation committee (SC5 TC184)

Bill Miller (MaCT) reported that he is presenting at an ISA technical conference on August 8.  He is getting a copy of the Honeywell MMI.  He is also testing wireless (802.11b) in the plant with end-to-end security.  A lot of 3rd party vendors are going to be shut out when security is in place because a lot of the hooks (APIs) into software is going to be removed or protected.

Jerry Stenbakken (NIST EEEL) reported that he is sitting in for Jerry FitzPatrick.

Sal Depasquale (Georgia Pacific) reported that he is working on connections with other groups like TAPPI.

Joe Weiss (KEMA Consulting) reported that he went to the Open Group meeting.  He is looking at what standards that can preclude the use of security.  NRC committee starting to look at process control security.  Made a presentation to TAPPI.  Visited Eric Byres at BCIT.  Eric is compiling a table of incidents, 3 of which resulted in damage (hydro/paper/wastewater) DOD organization looking at the vulnerability of the grid.  Eric has a little demo on how to shut down a PLC (turn off a motor).
Terry Schuerman (ISA) reported that he is new to the group an has experience in control system design.

Dave Teumim (ISA) reported on his ISA Control System Security Group.  Website for the group is located at:  http://www.isa.org/~safety/security.htm
Dave reported he is working on industrial network security and education awareness.  He talked about the Omega Engineering incident in which a logic bomb was used by a disgruntle employee.  Articles can be found here: http://www.computerworld.com/securitytopics/security/story/0,10801,68624,00.html and http://www.sans.org/newlook/resources/cybercrime/021798.htm
Jeff Dagle (PNNL)  reported that Mike DeVaney will be working with PCSRF from PNNL.  They are working on PLC to HMI vulnerabilities.  They are performing DOD testing in real world environments and they have a SCADA system setup to test for vulnerabilities.   Next, they are working on countermeasure technologies.

Michael Fancher (NCMS) reported on protection of intellectual property from the shop floor up through the value chain.

Tony Haynes (NCMS) reported on the Infragard program with the FBI.  He also reported on work on an intelligent maintenance center and how to perform remote diagnostics securely and safely.  NCMS is getting ready for their information gathering sector workshop.  They are planning on having 2 surveys – one general information and one on identifying vulnerabilities for the NCMS.  They want to look at maintenance issues that could have been caused by a security problem.  They also want to answer question like - could a certain event have become worse if it wasn’t stopped.  They are trying to get a feel for how many vendors would like to have their product validated.  He also reported on a SEMI project, flexible firewall for semiconductor processes, and mentioned John Ellis.

Keith Stouffer (NIST) reported that an infrastructure and operation use case for electric utility security and a fault tree analysis document have been competed.  These documents are to serve as tools to be used in the industry specific workshops to aid in the identification of vulnerabilities to specific industries.

Al Wavering (NIST) reported on the April 2nd meeting, Securing Electronic/Digital Process Control Systems, held downtown.  Dick Clarke sees security for process control as a critical issue.  Clarke stated that education and awareness are the key.  PCIS is the body in charge of putting things together and getting organized. Clarke stated that Digital Controls is a National Policy issue.  Another topic at the meeting was that there needs to be a relief for information sharing.

Michael McEvilley (DAC) reported that DAC will be forwarding a white paper to Dick Clarke.

Rockwell Presentation

Em Delahostria presented some agenda suggestions to be used in the upcoming NCMS sector workshop.  The presentation can be found at http://www.isd.mel.nist.gov/projects/processcontrol/members/documents/RA-Workshop-Agenda.pdf
Some highlights of the presentation were:

· Critical manufacturing infrastructure

Threat scenarios

Industry concerns

· Security requirements – plant floor protection profiles

· Best practices – DuPont Network Security Assessment Methodology

· Migration to best practices

· What we are trying to protect:

Confidentiality

Integrity

Availability

· Andreas Somogyi – Contact for Rockwell Supply Chain Network solutions 

Discussion of Tools

The infrastructure and operation case for electric utility was discussed.  This tool will be used at the NCMS meeting on May 23 after some modifications. The scenario will be rewritten to focus on the vulnerability rather than the threat (attack) and terms will be defined.

Dave Teumim presentation on Safety standards

Dave Teumim reported on the ISA 84.01 safety standard – Safety in Process Plant Design

There was a question asked as to whether security should be included in the safety spec.  There is a big misnomer that when people hear security or safety, they think physical security or safety.  When people hear the term cyber security, they think website defacement.  The safety people have been defining requirements for many years.  PCSRF should learn from their experiences if possible.

New Action Items

· Define terms for the infrastructure and use case:

Vulnerability

Threat

· Check the mail exploder for proper function

· Rewrite the scenario to focus on the vulnerability rather than the threat (attack)

· Post the Omega Engineering information that Dave Teumim presented

· Post Em Delahostria’s presentation from the meeting

· Hold the NCMS workshop (May 23, 2002)

