Meeting Minutes

Process Control Security Requirements Forum (PCSRF)

Wednesday, January 24, 2001

NIST, Gaithersburg MD

Stu Katzke of the National Information Assurance Partnership (NIAP) led the meeting. He began by stating his desired outcome: resolution of the leadership, staffing, and funding issues, and determination of the sectors of the process control community who should participate. 

Stu briefly explained the Common Criteria (CC) for the benefit of the new attendees. Developed during the past 8 years, the CC is a taxonomy of security requirements (e.g., access control), from which a selection can be chosen to support specific application areas. Complementing the functional taxonomy is an assurance part, which gives confidence that products developed in accordance with the CC will meet the requirements. There is a CC mutual agreement, recognized by 14 countries, which ensures that products passing conformance tests in any country is accepted by all. The NIAP web site lists products conforming to the CC (niap.nist.gov/cc-scheme/ValidatedProducts.html). 

Joe Weiss of EPRI remarked that the commercial process controls community is not directly addressed by the CC, and that it’s too general. His goal in participating with this group is to see that his community’s security needs are met. Discussion on this point noted that a CC Protection Profile is needed to focus the CC on the needs of the process control community, and that the CC itself may need to be extended to handle this new area. The CC is expected to be revised periodically, and a committee is in place for this. 

Bill Miller of MaCT reviewed several notable points from the CC training course given by COACT, Inc., an accredited CC testing laboratory. Bill provided handouts detailing the points (see attachment). 

Discussion on the CC continued. It was noted that evaluating large systems might be impractical due to the laboratory testing nature of conformance testing. There is also no method for determining the conformance of an aggregation of systems, each which has passed conformance individually. This is an issue for large-scale process control systems, or distributed systems, for which no laboratory exists. 

Stu Katzke continued his overview of the CC with a description of Protection Profiles (PPs). A group who wants to apply the CC to their security needs defines their security environment (e.g., risks and threats), security objectives (e.g., authorization), and security requirements. This process yields a PP. Vendors can build products that conform to the PP, and submit these as security targets to an accredited testing laboratory for certification. 

Joe Weiss suggested that critical infrastructure protection needs to be sold as a business issue. While the work of our group should focus on the technical issues, the business culture needs to be changed or the group’s efforts will be wasted. Bob Hayes of Georgia Pacific noted that manufacturing understands that if water treatment goes down, for example, the whole plant goes down since the other processes can’t discharge water. Manufacturing doesn’t understand that with today’s increasingly networked equipment, water treatment can go down due to information technology (IT) failures on the business side. Conversely, previously isolated manufacturing equipment can cause business IT failures. Everything is now interdependent. 

Stu Katzke continued with a recap of his thoughts on the group’s future work, as shown on his handout distributed prior to this meeting (see attachment). He echoed his desire to resolve the leadership and funding issue (later in the meeting, John Evans of NIST volunteered his organization for this role, noting that he expects some funding for this). Bob Hayes asked if a writeup of the problem to be addressed by the group exists. The group noted that Critical Infrastructure Protection writeups exist, and that some groups have formed (see www.ciao.gov and the Presidential Decision Directive www.ciao.gov/PCCIP/report_index.html). 

Gene Troy of NIST described his experience with the CC for the Smart Card Security User’s Group (SCSUG), and highlighted some important lessons (see attachment). These include:

· It is possible to set up a group, define a Protection Profile, and influence suppliers.

· It is critical that a group have a technical editor who is conversant with the CC and a domain expert.

· A good strawman PP is important. The SCSUG began with Visa’s PP. 

· Sharing intellectual property is a big problem. The SCSUG never got to the point where a Cooperative Research and Development Agreement (CRADA) with NIST was required, but the vendors developed their own non-disclosure agreement. 

· An issue is the sharing of expenses, for meetings, technical work in support of the PP definition, and possibly evaluation of the PP by experts. The evaluation may cost between $25K and $50K. 

· Geographic divergence and national interests can add stress and divert the group from its goals. Techno-diplomat qualities are important for the group’s management. Consequently, it was agreed that the initial focus would be North America.

· The CC didn’t quite fit the novel smart card technology, and the accreditation labs didn’t have competence with these new devices. A group should expect that both the functional and assurance parts of the CC would need to be modified, as the CC is a living, adaptable document. 

Joe Weiss voiced his belief that vendors would accept security standards for process control, particularly if they and their customers were part of the process. Stu Katzke noted that getting a few key vendors lined up at the beginning is key to success. The group agreed that a good strawman is important, as Gene Troy highlighted, and this strawman could be used to attract further participants. 

Ron Ross, Director of NIAP, entered the meeting to announce an upcoming NIAP summit meeting on March 7, 2001 in Indianapolis (www.niap.nist.gov/niap/events/summit.html). He encouraged this meeting’s participants to attend. The summit meeting attendees will include members of the broader community, such as insurance companies, whose viewpoints will be helpful to this group. 

Stu Katzke noted that he would be out of the office for at least three weeks, and took John Evans up on his offer to serve as the group’s administrator, handing the agenda over. John asked the group to determine the action items and next steps, and Carlos Mena of Georgia Pacific volunteered to serve as scribe. 

The group discussed the CC and PP development with respect to process control. Gene Troy referred the group to the CC document, Annex B, which shows the sequence in figure form. The sequence is: 

1. Understand Security Environment

· Assumptions

· Risk definition (financial, corporate image, production, regulation, liability). 

· Threats and vulnerabilities (network connectivity). Joe Weiss noted that many of EPRI’s customers are connected to the Environmental Protection Agency for monitoring, and EPA’s computers are insecure.

· Organizational security policies, or lack thereof.

2. List Security Objectives

· Counteract threats

· Authorize users

3. Develop Security Requirements

· Security awareness and training

· Assurance

· Integrating security into the environment

Questions of audience came up: Who are we protecting? Who are the vendors? Who are the engineering firms? We listed the internal audience as consisting of Boards of Directors, top management (operating vice presidents), Chief Financial Officers, Chief Information Officer, legal staff and purchasing. External audience members include architecture and engineering (A&E) firms, auditors, vendors, and possibly insurance companies. Ron Ross described a pyramid of stakeholders, with top management at the top, and rank-and-file employees at the bottom. Ron recommended that buy-in be obtained from the bottom as well as the top, and rank-and-file buy-in can be crucial to convincing top management to accept security requirements. 

Pertinent industries, systems, and related efforts:

Industries

Process control

Electrical power

Water

Chemical

Steel

Pharmaceutical

Pulp and paper

Oil and gas

Mining and metals

Note that discrete parts manufacturing is excluded from the scope. Since the vendors and A/Es are significantly different, we are initially focusing on industries that focus on continuous processing rather discrete parts manufacturing. 

Systems

Distributed control systems (DCS)

Supervisory control and data acquisition (SCADA)

Programmable logic controllers (PLC)

Manufacturing execution systems (MES) 

Related efforts

Department of Energy laboratories

IEC TC57

TCT

International Information Integrity Institute (I4)

European Security Forum (ESF)

OPC

ISA

Call to Governance

PKI Forum

National Petroleum Council

NERC

International Security Management Association (ISMA)

The group discussed the nature of connectivity, and listed the following classes:

Business systems

Internet

Intranet

Extranet

Supply chain

Business partners (Bob Hayes noted that Georgia Pacific has e-business agreements with some competitors)

EPA

The overall action plan is as follows: the group will draft strawman security environment and security objective documents; solicit comments from users; and refine the strawman documents before distributing to A&E firms and vendors for comment. Once the full group has reached consensus, work ensues on the security requirements, Protection Profile, and life cycle support.  Target time frames are spring for next meeting of expanded group, possible workshop by summer, initial Protection Profiles in one year.

Action items:

1. Draft security environment for next meeting
Spring
John Evans

2. Draft security objectives for next meeting
Spring
John Evans

3. Send related material to John Evans (network diagrams, 

white papers)
1/31
All

4. Send points of contact for related efforts to John Evans
1/31
All

5. Send Call to Governance packet to John Evans
1/31
Bob Hayes

6. Distribute meeting minutes
1/31
Fred Proctor

7. Identify key vendors, points of contact with knowledge of 

architectures, email to John Evans
2/28
All

8. Document vendor landscape

Joe Weiss

9. Draft request-for-participation letter to be sent out under 

PCSRF letterhead, email to Joe Weiss
2/28
John Evans

Invitees to next meeting (and responsible invitor):

Forest Products Security Council (Bob Hayes)

Electrical power (Joe Weiss/Jeff Dagle)

Petroleum (Joe Weiss/Jeff Dagle)

Cement and mining (Bill Miller)

Water (Joe Weiss)

Chemical (Joe Weiss)

Steel, pharmaceutical (Stu Katzke, via screening of I4)

Outstanding technical issues: 

Architectures/security models

Policies and procedures (including standard operating procedures, testing, training and awareness)

Risk methodology

Authorization and authentication

Domain isolation

Encryption

Auditing

BCP/D/R

Life cycle management

Physical security

Documentation

Migration, compatibility with legacy systems, securing legacy systems

Virus management

Intrusion detection

Privacy and confidentiality

Ownership

Incident response

Contingency planning

Performance and reliability

