Minutes of the 2nd PCSRF Working Group Meeting

Friday, June 15, 2001

National Institute of Standards and Technology

This was the second meeting of the Process Control Security Requirements Forum (PCSRF), hosted by NIST at the Gaithersburg campus on Friday, June 15 and which followed an Information Assurance Technical Framework (IATF) Forum held the previous day. 

In attendance were Claudia Braund (Georgia-Pacific); Tom Duerr (Johns Hopkins APL); Joe Falco, Fred Proctor, and Keith Stouffer (NIST Manufacturing Engineering Laboratory); Jerry FitzPatrick (NIST Electronics and Electrical Engineering Laboratory); Lois Ferson (ISA); Stu Katzke and Ed Steeble (NIAP); Diana McCormick (Fairfax County Water Authority); Michael McEvilley (Decisive Analytics); Bill Miller (MaCT); Jeff Mosher (Association of Metropolitan Water Agencies); David Saunders (Westin); and Joe Weiss (EPRI). 

The meeting began with around-the-table introductions, since this meeting was the first for several attendees. Jeff Mosher from the Association of Metropolitan Water Agencies (AMWA) noted that AMWA is currently focusing on physical threats rather than cyber threats, and is behind the electric power industry in this regard. Jeff attended a meeting last Friday at the Department of Energy, sponsored by the North American Electric Reliability Council (NERC), on the subject of analytical tools for Critical Infrastructure Protection (CIP). The Environmental Protection Agency is the lead agency. They are working with Sandia National Labs on CIP for water and SCADA. 

Tom Duerr of Johns Hopkins APL is from their Information Assurance group. They have worked on projects on intrusion detection for the Army, vulnerability for the Navy, denial of service for DARPA, and some work in SCADA. 

David Saunders is from Westin, IT and engineering consultants for the water/wastewater and power industry. They are designing the plant control system for the new F. P. Griffith Jr. Water Treatment Plant, the water transmission and distribution SCADA system, and the design for a replacement Customer Information and Billing System for the Fairfax County Water Authority, who was represented at this meeting by the Control Systems Engineer and Projects Manager, Ms. Diana McCormick, P. E. 

Joe Weiss of EPRI noted that he also attended the NERC-sponsored meeting at DOE last week. Joe reported that the IEC TC57 WG15, which is a companion effort to PCSRF for SCADA/Energy Management Systems, met in Oslo June 11-12. There is also an ISA standard (SP95) for integrating process control with enterprise resource planning (ERP), but it doesn’t include information security yet. Joe noted that the lack of security concerns in existing ISA, IEEE, ANSI, or IEC standards may be an impediment to our work. 

Joe gave some details on the California power grid hack that was reported by MS-NBC. The intrusion was on a test system, one that did not have the potential to disrupt power distribution. The group discussed the notion that popular awareness of CIP vulnerabilities may help this group, but that sensational reporting that exaggerates vulnerabilities doesn’t help. 

In Houston on September 10, ISA is hosting a panel discussion that will include Joe, Stu Katzke, white-hat hacker Mudge, and Steve Lipner of Microsoft. Lipner agrees that Windows NT was not designed for process control and that its use in the area brings up some security issues. A second panel discussion will include suppliers such as ABB, Honeywell, Westinghouse, Siemens, and Foxboro. At the upcoming IEEE winter meeting, Joe wants to organize similar panel discussions. 

Bill Miller of MaCT reviewed the FAA document that was described at the IATF Forum the previous day, and said that it can provide a good example for our Protection Profile. One issue that continues to be a problem is configuration management. Bill is aware of recurring Y2K problems that shouldn’t be happening with proper configuration management. This is becoming more of an issue with industry consolidation. 

Bill gave a presentation on process control security at the IATF Forum. At the conclusion of Bill’s presentation, someone asked about the relationship of our work with the Information Sharing and Analysis Center (ISAC) for electric power. NERC is the designated organization for this effort. The PCSRF discussed this and noted that ISAC fulfills an incidence reporting role to NIPC, rather than developing security guidelines for process control. This brought up the need for a survey of related efforts, which can help better focus our work, and help others understand how we fit in. 

Bill is working on a white paper with Penn State on a risk assessment methodology for process control systems, which will describe the spiral model of system evolution. He’s collaborating with Ron Ross of NIAP. The white paper can supplement our group’s environment and objectives document, but will not be available until Sept’01. 

Ed Steeble of NSA/NIAP reported on the Common Criteria toolbox that aids in the development of security targets and protection profiles. It’s too soon for us to use it, but the information on threats in the Protection Knowledge Base may be useful now. It will soon be available on the NIAP web page. A CD will be available in about a month, and Ed will get a copy. 

Ed noted that NIAP has an email list with about 1000 entries, which may be useful for us in soliciting participation or disseminating results. 

NSA has published recommended guidelines for setting up Windows 2000 security. This is available on their web page, or soon will be. NIST has issued security guidelines, authored by Gary Stoneburner, which can help with our work. The Windows 2000 Security Guidelines will be available the week of July 2. 

The meeting moved into a discussion of the action items, the first being results of the questionnaire. We have had no responses to date, which indicates that we need to either reissue our request to fill it in, or rework the questions, or both.  It’s not clear that end-users will provide any specific networking architecture other than “typical” configurations. Joe Weiss brought up the question on modems, and said that most users who fill out the survey don’t know if the equipment has modems or not. In many cases only the equipment provider knows what’s in the equipment. We need to take this into account when reworking the questionnaire. Stu Katzke brought up the OMB requirement for surveys that go out to more than 10 people. We need to look into this and decide how to proceed. 

The group discussed our representatives and asked if we have all we need at this point. For example, Georgia-Pacific represents paper, but we’re missing other large paper producers like Weyerhauser, International Paper, and Boise-Cascade. Two problems arise: we may be missing some input, and we may have less than critical mass to influence vendors. There are also conflicting goals: we need to have a large enough group that we have the needed input and influence, but small enough that we can make progress. The group agreed that we should target representatives from user umbrella organizations, like EPRI and TAPPI (Technical Association of the Pulp and Paper Industry). 
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Joe Weiss drew a figure showing the partitioning of industry-independent and industry-dependent components in a corporate process control installation. His point was that for the industry independent part, we don’t need broad industry representation. Overall, we would target protection profiles for configuration management, protocols/buses, Ethernet/TCP/IP, third party software, maintenance of assurance, and lifecycle evolution. 

This discussion pointed out the need to articulate our strategy. The tacit strategy has been to get end-user agreement on process control security requirements, which would then be provided to vendors in purchase requests. This has resulted in our end-user focus at the beginning, with the expectation of a document that would be circulated to vendors at a later date. 

Joe noted that he has access to domain experts, but not security experts (e.g., RSA, Baltimore). He’s looking to Stu and Ron of NIAP, and others like them, to bring in the security expertise. The situation is complicated by the existence of legacy systems that need to be secured, and the arrival of newer systems based on COTS hardware and software. As a result, we need to describe needs for adding security to deployed systems, and building it in to new systems. 

The audience for any documents produced (e.g., Protection Profiles) needs to be determined. A split between three parts of the process control community was suggested: end users, vendors, and integrators. End users can be further divided into the acquisition department who states security requirements, and the installations that use the products. Vendors include those of process control systems, and those of security products that would be incorporated. We may need different PPs for different audiences, not just different PPs for different equipment types or application domains. 

Non-disclosure agreements (NDAs) and anti-trust issues were discussed next. It was agreed that NDAs of some sort are necessary, if only to satisfy participant’s legal department and allow them to participate in meetings. NIST and Georgia-Pacific have agreed on an NDA that was presented to the group. This NDA is written specifically for partner-to-partner relationships, which would be cumbersome to set up for everyone. The best case would be for us to set up a single NDA that all could sign. NIST agreed to discuss this with the legal office and report back to the group. In the meantime, the group will work with the understanding that information should only be shared with those in the PCSRF. NIST will write up some “common sense rules” for sharing information. These will include proper attribution of the work of others; clear statements of restrictions on information dissemination; and recommendations against disclosing critical corporate information. 

Stu Katzke reported on his discussions on anti-trust issues with the legal department. The issue is that since this is a group of industry competitors, any agreements made between them may have the appearance of collusion or anti-competitiveness. A good example of defense against anti-trust attacks is the ISDN Users Group. The requirement was that membership is open to anyone. There was a formal announcement in the Federal Register, Department of Justice notification, and members signed a cooperative research and development agreement (CRADA). Stu will pursue this will NIST’s legal counsel. He plans on announcing NIST’s broad activities in critical infrastructure protection security standards. Regarding a CRADA, we need to determine if we need both an NDA and a full CRADA, or if an NDA and a simpler CRADA with no intellectual property rights language. We will wait until we hear back from the legal department on the anti-trust issues before pursuing the NDA. 

Joe Weiss circulated a copy of The Open Group’s draft Real-Time Security Strawman. This document lists threats to real-time systems, proposes a security application programming interface (API) for operating systems, and recommends memory protection. Joe asked for comments on the Strawman in time for the upcoming July 18 Open Group meeting. 

Bill Miller showed some slides from his presentation at yesterday’s IATF Forum. A major focus of the discussion was on the changing software licensing picture given Microsoft’s upcoming annual fee structure. He compared two figures, one for legacy systems and the other for evolutionary systems. In the evolutionary systems, switched Ethernet will be common down to the equipment level, with security (e.g., IPSec) built in to the networking hardware. Bill pointed out two natural areas for protection profiles: “control room equipment” (e.g., engineering workstations, file servers), and the actual controllers. For the next meeting, members should indicate where on Bill’s evolutionary systems figure we should write up protection profiles. 

Configuration management (CM) is perhaps the most important area to consider, as we had been discussing throughout the meeting. Any protection profiles we develop must include configuration management. CM is extensively addressed under the Common Criteria, ISO/IEC 15408. 

Michael McEvilley, a consultant in the area of writing Protection Profiles using the common criteria, discussed the requirements of having a good definition of what the group as a whole is after. He also stressed the fact that a TOE (target of evaluation) or several TOEs must be clearly defined before the PP writing process begins. He did suggest that a candidate TOE, such as one of William Miller’s identified PP areas, could be chosen by the group as a PP writing exercise. 

Lois Ferson noted the upcoming ISA meeting in Houston the week of September 10, and the group suggested this as a natural place to begin discussions with vendors. It is probably premature to present our preliminary environment and objectives document as the basis for protection profiles, but the panel discussions may be a good time to present our work. 

Following the meeting, Bill Miller sent an email summarizing his view of the technical areas, to assist in determining security requirements for process control systems, and help move the effort forward to define a uniform set of security requirements for process control systems. His thoughts follow.

The DCS, SCADA, MES, and PLC interface reside essentially on either one or several computers that may be redundant depending upon their configuration. There may be a number of domains on the plant network which make use of a variety of systems from different vendors. Interoperability between vendor systems that make use of proprietary solutions may pose problems.

The control of the field instrumentation is essentially isolated at the present time residing on a proprietary network [Joe Weiss disagrees with this statement]. The concern of security of field instrumentation or controllers becomes a concern as a Ethernet/IP network infrastructure is extended to the plant floor. This area of exposure can be addressed separately or as a category of exposure. This exposure is a concern if supervisory setpoints or distributed control actions extend across the LAN/WAN or via the Internet. These actions can be addressed by policy definition and explicit routing, use of encryption (IPSec), but again either addressed separately or categorically.

The wide number of other devices that communicate to a DCS, SCADA, MES, or PLC system must be provided with a secure means of authentication. They do not have these facilities today for the most part. They make use of database replication services and authentication via a real-time database connection. Exposures that impact database intercommunication can be addressed separately or categorically.

Bill believes that it is necessary to evaluate the use of Public Key Infrastructure (PKI) and the use of digitally signed components as part of the secure linkage between various parts of the enterprise. The issuing and use of certificates will be controlled by the IT department. The use of PKI will also play a key role in the potential use of biometrics (heuristics, fingerprint, facial recognition, etc.) Once again PKI can be addressed separately, but categorically seems more appropriate, because it can be used in conjunction of validation of signed components as well as access and configuration control. PKI will also play a part in the use of XML throughout the enterprise and extending to the plant floor. The use of XML could be addressed, for example, as part of the evaluation for the use of SAP and related database vulnerabilities.

A new vulnerability was found by the DoD in that Windows 2000 does not allow pre-authentication of smart-cards to the certificate server prior to authentication to the operating systems. This problem is being addressed under the Navy/EDS NMCI contract. Microsoft is to make the necessary changes. This is an example of a large enough user base that influenced Microsoft to make a change. This problem has been in existence for some time. DoD has standardized on the Netscape Certificate for their PKI infrastructure and the Microsoft PKI authentication methodology does not conform to the IETF certificate model. Hopefully, Windows XP/2002 will address this problem. This type of problem would also impact the deployment of PKI to the plant floor and across the enterprise. 

The whole area of configuration control surfaces time and again in a large number of areas related to risk management. This is still seems to be the area that should represent the key area of focus and if formally defined it can be addressed utilizing the use of Common Criteria. Configuration management is key to safeguarding and maintaining process control systems. It is an area that vendors can respond, in addition, to access control including database, and specific reporting functions to meet government compliance.

Bill suggests use of the new Windows 2000 Security Guidelines that was mentioned by Ed Steeble, NSA and direct our work towards the definition of requirements for evolutionary rather then legacy systems. Legacy systems will need to be either replaced or upgraded to achieve the same level of assurance as new systems. It will be required to be at least Windows 2000 compliant, but it appears that Windows XP/2002 will address other concerns. Legacy Windows 98/NT/ME products are extremely vulnerable. Existing systems utilizing these legacy products should be replaced. 

Bill provides the following summary to clarify the requirements of interested parties even though not formally stated during the meeting: 

End-user

The end-user needs to have security policies that govern the business systems and extend to the process control systems as well. The security requirements should be stated such that the plant can use the document as formal guidance or by reference as part of the procurement of upgrades or purchase of new systems that address the evolutionary changes that will occur in the future. This includes potential validation of the integrated components, configuration management, and expected recurrent costs during the life cycle of the products to be supplied. The definition should make a statement of utilizing a switched network, encryption, diversity (hardware and network redundancy), address environmental concerns such as enclosures, power and grounding concerns. It should also address training and documentation requirements. The end-user must state any preference for certification of products or that the products can be safely used with minimal impact on operations. There must be a plan for system recovery in the event of any changes that cannot be implemented. The end-user must also request independent evaluation by a third party if required prior to installation. If the end-user does not assert requirements then the vendor will only respond with their standard offering and charge extra for special requirements.

Vendor

The process control vendor must provide assurance that their products are developed under rigid configuration guidelines and life-cycle support. It is also necessary to have budgetary consideration for recurrent cost associated with upgrades that may be required. 

The vendor should state any security safeguards and that tests have been perform to insure that there is no impact the real-time performance or operation. The evaluation of such impact can be performed by the end-user, systems integrator, PCS vendor (non-certifiable), or an independent evaluator (certifier) prior to installation of a new or upgrade to the process control system.

Integrator

The systems integrator or PCS vendor or the end-user may recommend, provide, evaluate (test), and install the process control system and related safeguards to achieve the level assurance that may be required.

The criteria for certification of systems level security measures has yet to be defined. The evaluation of systems in principle would be by an independent third party (as yet undefined) that has been certified to perform this function in an industrial plant. (This is not currently a function performed by NVLAP’s).

Action Items:

1. Survey/list/description of related efforts, e.g., CIAO, NIPC, NERC, ISAC (10-Sep-2001) [Weiss]

2. Check into OMB requirement on surveys; recommend what should be done with the questionnaire (20-Jul-2001) [NIST TBD]

3. Write up strategy (10-Sep-2001) [NIST TBD will draft, email for comment]

4. Check on anti-trust, NDA issues (17-Aug-2001) [Katzke]

5. Indicate candidate Protection Profile areas on Bill Miller’s figures (10-Sep-2001) [All]































