PCSRF Conference Call Notes

Tuesday,  June 18, 2002 1:30 – 3:30 PM ET

Hosted by NIST

Participants

Fred Proctor and Keith Stouffer (NIST MEL)

Jerry Stenbakken and Art Griser (NIST EEEL)

Dave Teumim (ISA)

Joe Weiss (KEMA Consulting)

Bill Miller (MaCT)

Em Delahostria and Marvin Schilt (Rockwell Automation)

Tony Haynes and Mike Fancher (NCMS)

Paul Blomgren (Mykotronx)

Eric Cosman (Dow Chemical)

Justin Lowe (PA Consulting)

David Saunders (Westin)

Purpose

To share status and plans among participants; discuss the NCMS sector-specific workshop; and plan the timing and agenda for next face-to-face meeting.

Web Site Updates

All the information on the PCSRF site is now password protected. Most of the information on the site is not sensitive and can be found elsewhere on the web, but there is a lot of information gathered in one place. It was advised that we monitor access to the information and therefore it was password protected. If you don’t have a username and password yet, please follow the directions located at http://www.isd.mel.nist.gov/projects/processcontrol/members.html to request one.

The minutes from the past conference call was added to the web site.

Links to the IATF KMI/PKI Protection Profiles were added to the site:

Certificate Management – https://www.iatf.net/protection_profiles/cert_management.cfm
Key Recovery – https://www.iatf.net/protection_profiles/key_recovery.cfm
Class 4 PKI - https://www.iatf.net/protection_profiles/class_4_pki.cfm
The following documents were added to the web site:

NSTISSP No. xx http://www.isd.cme.nist.gov/projects/processcontrol/members/documents/NSTISSP.doc 

Smart Card PP http://www.isd.cme.nist.gov/projects/processcontrol/members/documents/SmartCardPP.pdf
Participant status updates 

Fred Proctor (NIST) discussed the Action Items from the previous meeting, all of which were, or will soon be completed.  There was discussion as to when the “note sharing” meeting will occur, per Sal DePasquale’s suggestion.  The meeting will likely take place either July 17 or July 18, 2002 at NIST.

Joe Weiss (KEMA) proposed that we move the next PCSRF face-to-face meeting to August 21, 2002 if possible.  This may conflict with the SECTOR 5 workshop www.sector5.biz , which is being held August 21-23.  Fred will investigate this and report back to the group.  Joe also added that ISA is looking at having an all day security meeting on October 21, 2002 at the Chicago show.  Bill Miller (MaCT) added that ISA is also having a meeting on communications security in September at the Atlanta show.

Dave Teumim (ISA) reported that he is working on the ISA control security seminar that will be held August 7, 2002 in Philadelphia, PA.  Tony Haynes (NCMS), Michael McEvilley (DAC) and Eric Byres (BCIT) will be presenting at the seminar.  A member of the Philadelphia Infragard will be presenting as well.  Dave also reported that vendors can rent booths at the show for $650.

Joe Weiss (KEMA) reported that he was in Salt Lake last week for a NERC meeting.  KEMA is holding a cyber security of control systems workshop July 30-31, 2002 in Vancouver, B.C. Eric Byres (BCIT) and Jeff Dagle (PNNL) are among the presenters at the workshop.  Joe talked about FERC’s new the minimal level of security list that utilities must meet to participate in the grid. This is a list of “thou shalts” for security. FERC will issue a Notice of Public Rulemaking sometime in July.  

There are 2 documents that  are being proposed as starting points for the FERC document: 

1)  ISO 17799

2)  NSTISSP document http://www.isd.cme.nist.gov/projects/processcontrol/members/documents/NSTISSP.doc 

Bill Miller added that ISO 17799 has some similarities to ISO 15408 (Common Criteria) and that NIAP http://niap.nist.gov/ has a position statement on ISO 17799 on their web site.  

Joe reported that he has contacted Carnegie Mellon CERT and they do not know about the process control incidents that BCIT has in their database.  He also reported on several denial-of-services on control systems due to their architecture.  This is due to the fact that the systems are under-designed.  EPRI has an RFP out for a next generation architecture for their systems.  Info on the RFP can be found at http://www.e2i.org.  There is also a PEPCO meeting next week at NIST to determine if the NIST substation can be used as part of an electric testbed.

Keith Stouffer (NIST) reported on the updates to the PCSRF web site.  Joe Falco began developing the architecture for the process control testbed that will be located at NIST.  This will be a water processing/distribution testbed.

Fred Proctor (NIST) reported that he presented the PCSRF work to Dale Hall, the MEL lab director, yesterday.  Dale suggested that there should be a CIP presentation to the Government Agency Technology Exchange for Manufacturing (GATE-M) group in the near future.


Art Griser (NIST) reported that he has started work with EEEL at NIST and will be working on the electric testbed.  He was trained as a physicist and worked 4 years for Florida Power and Light.

Em Delahostria (Rockwell Automation) reported that there is an ISA proposal for “Manufacturing System Security”  Keith Unger from S95 is involved.  Joe Weiss said the S&P board will process this proposal.  Em asked Joe what group this is assigned to, but Joe did not know.  Em voiced concern that if a specific group is not assigned, nothing will get done.

Paul Blomgren  (Mykotronx) reported that they are working with the AGA/GTI SCADA security and AMWA.  There are 14 vendors working on security modules for the AGA/GTI SCADA encryption.

Tony Haynes and Mike Fancher (NCMS) reported that the NCMS sector workshop for June 27, 2002 is a go.  The response to the original workshop was underwhelming, so NCMS personally invited people and this worked well. There are currently about 25 attendees with representation from Caterpillar, Delphi, Wellspring Solutions, Rockwell, Square D, GM, Daimler Chrysler, and others. Boeing still may be at the meeting and Ge/Fanuc also contacted Tony, but hasn't yet registered. 

There is a Center for Automotive Research paper on what would be the effect of the Canadian Border being shutdown.  It was estimated that the cost to the automotive industry would be $60M/hour.  This report is located at: http://www.altarum.com/publications/pdfs/The%20Canada-U.S.%20Border.pdf
Tony reported that he is also coming to Washington D.C. this week for the Council on Competitiveness http://www.compete.org/ meeting.

David Saunders (Westin) reported that for the water industry, the Environmental Protection Agency (EPA) is funding a vulnerability assessment of water utilities of 100,000 plus customers.  The EPA is funding each utility $115K for the assessment.  The preferred assessment is by a company that has been trained and certified by Sandia. The Association of Metropolitan Water Agencied (AMWA) has an RFP out that will be awarded soon.  Westin is addressing cybersecurity.  David reported that the Sandia approach is light on cybersecutiy. AMWA has also created a water Information Sharing and Analysis Center (ISAC).

Eric Cosman (Dow Chemical) reported that he is new to the group.  He first got involved during the April meeting with Dick Clarke downtown.  He is the automation systems architect for Dow.  Dow CIO is participating in the American Chemistry Council (ACC). 

Bill Miller (MaCT) reported that he received Dave Teumim’s material for the ISA seminar and that he will review it.  There will be an IATF meeting on PKI on July 11 at John’s Hopkins.   He also suggested that it would be a good idea if people in the group would get some Common Criteria training.  Bill also suggested that PCSRF should have a draft Protection Profile by September 2002 to show progress.

Marvin Schilt (Rockwell) reported that he is new to the group

Justin Lowe (PA Consulting) reported that he is new to the group and that he is working on process control security for a major oil company.

Joe Weiss mentioned that the Department of Energy (DOE) is creating a big electric testbed with a medium voltage loop.  They plan on bringing a decommissioned coal plant back on-line and using it with the testbed.  Jerry Stenbakken added that Abby Lane (DOE) will also be meeting with NIST to discuss testbedding.

There was a discussion on what the output of the PCSRF is going to be.  Fred said that the PCSRF is responsible for the creation of Protection Profiles.  There will likely be on the order of 10 Protection Profiles when complete.

Sector Workshops

The National Center for Manufacturing Sciences (NCMS) sector workshop will be held at the Dearborn Inn on June 27, 2002 in Dearborn, Michigan.  There are currently about 25 attendees registered with representation from Caterpillar, Delphi, Wells Spring Solutions, Rockwell, Square D, GM, Daimler Chrysler, and others.

Next Meeting

The next PCSRF meeting will be a face-to-face meeting and is currently scheduled for August 19, 2002 at the AGA headquarters in Washington, D.C, but there is a proposal to move the meeting to August 21, 2002. Fred Proctor will arrange the meeting and then email the PCSRF.  Additional information on the next meeting will also be posted in the Upcoming Meetings section of the PCSRF web site.

Action Items

Fred Proctor will post the email from Sal DePasquale about the “note sharing” meeting to the PCSRF

Dave Teumim will email PCSRF information on the August 7 – 8 ISA security seminars.

Dave Teumim will distribute any modifications to these drawings back to the PCSRF.

Fred Proctor will look into moving the next PCSRF face-to-face meeting to August 21, 2002.

Paul Blomgren will email Fred the ISO 17799, NSTISS No. xx and SmartCard PP documents

NIST will work on a calendar of related events and post it on the PCSRF site.

NIST will investigate the NIAP position on ISO 17799

NIST will investigate the EPRI RFP for their next generation system architecture

NIST will report the status of Michael McEvilley’s work

Fred Proctor will arrange a “note sharing” meeting sometime in June, per Sal DePasquale’s suggestion

The NCMS workshop is scheduled for June 27, 2002.

The Next PCSRF face-to-face meeting will be either August 19 or 21, 2002 in Washington D.C.  Fred Proctor will arrange the meeting and then email the PCSRF.

