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Al Wavering and Joe Falco (NIST) attended this set of meetings to gain insight into the Common Criteria and IT security requirements issues in support of the Process Control Security Requirements Forum (PCSRF).

Common Criteria Tutorial

This was a half-day introduction to the Common Criteria for IT Security Evaluation (CC), taught by Gary Stoneburner of the NIST Computer Security Division. It provided useful background material on the CC and its purpose, scope, terminology, and organization. Gary emphasized that Protection Profiles (PP) should be owned by users, since a PP is fundamentally a statement of user need. Others should of course be solicited for input. The bulk of the tutorial then addressed Part 2 of the CC, which covers Security Functional Requirements. Security Functional Requirements are a hierarchical, extensible set of requirements that are common across PPs. The next part of the tutorial described building and using PPs. We walked through a PP outline, including Introduction, Security Environment, Assumptions, Threats, Organizational Security Policies, and Security Objectives. The last part of the tutorial dealt with PP conformance—independent, private sector evaluation and validation of requirements and products.

Symposium on Requirements Engineering for Information Security 

Following the tutorial was a 1-1/2 day Symposium on Requirements Engineering for Information Security. The papers presented at the symposium tended more toward the academic than the practical; still, there were a number of papers related to issues of interest to the PCSRF. The Common Criteria was discussed directly in only a few papers.

Darrell Raymond of Alternative Output, Inc. gave a very interesting talk on “Squeezing the Authorization Problem into a Shrinking Window for Requirements.” Raymond is a consultant who implements electronic document management (EDM) and product data management (PDM) systems. Many of his points apply to process control systems as well:

· Business process owners are generally uninformed about security (problem in collecting security requirements). They tend not to be motivated to become more informed because security is a negative goal (avoiding a certain kind of result, rather than achieving a desired result).

· Division of responsibility for security is a problem. (IT typically owns security mechanisms, Legal/Board/executives set policy, business process owners are responsible for operating the mechanism according to the policy). This complicates and delays the process of determining security requirements.

· Users’ commitment to and enthusiasm for requirements definition is waning (“requirements fatigue”) at the same time the need to determine and specify security requirements is expanding; this is squeezing IT system deployment.

· There seems to be a shift in requirements work from projects at individual companies to ‘standardized requirements’ done by cross-company organizations.

· Many vendors are not responding to RFPs anymore; the approach is “These are our products, this is what we offer.” 

· The shrinking amount of time allotted for requirements definition has shifted the focus of the requirements phase from determining requirements to determining differentiating factors between vendors.

· The key differentiators approach doesn’t work for identifying security requirements, because most vendors provide similar capabilities, there are no analyses comparing the security of various vendor products, there exists no database of past history about vendor security, there are no benchmarks for testing a vendor’s product.

· For EDM/PDM systems, the key requirement is authorization. Need for authentication, data integrity, and confidentiality is similar to the same needs for general IT systems. The requirement for authorization far exceeds the typical case.

· An authorization specification is defined as a three-dimensional matrix of people, objects, and operations. If the value of (x, y, z) is 1, then person x can apply operation z to object y. Authorizations may be state dependent: person x can apply operation z to object y only when that object is in state a. There may be different sets of states for different kinds of objects. 

· In a typical case, the authorization matrix is on the order of 1012 entries. People include partners, suppliers, customers, etc.

· Other EDM/PDM security issues: closed source packages that implement their own authorization tools are not uncommon. These suffer the problems of systems that attempt to achieve security through obscurity. Also, in addition to security in the basic product, need to worry about security holes introduced through customization and integration.

Recommendations:

· Despite division of responsibility, business process owners should act as if they bear the whole responsibility.

· Business process owners need to become knowledgeable about authorization (more so than authentication, privacy, and data integrity, which can be managed more easily by the IT department). Authorization is a functional requirement: the definition of access and change to the intellectual property of the business.

· The simplest possible categorization scheme should be used for authorization.

· Organizations need to develop their own test plans and methods for auditing their authorization policies and practices.

· Organizations must understand that failures will occur. Therefore, they need to develop a realistic understanding of the risks involved in electronic management of information, and to explicitly evaluate risk and determine the costs involved in risk-taking and risk avoidance.

Another interesting paper was “A Case Study in Security Requirements Engineering for a High Assurance System,” by Cynthia Irvine et al From the Naval Postgraduate School. The paper presents a case study in the development of a requirements document for a multilevel secure system that must meet stringent assurance and evaluation requirements. The threat model accounted for the developmental and operational phases of system evolution. The system combines popular commercial components with specialized high assurance ones. Key ideas include:

· The requirements specification describes what we are trying to do, not how we are going to do it.

· Some security requirements are functional (those that implement system state changes), and others are non-functional (e.g., “audit records shall be recorded for all access attempts”).

· In reviewing progress and draft versions, tests for completeness can include gedanken exercises, such as: “Can a useless or insecure system be built to this abstract specification?”

· Active participation of all stakeholders helped to ensure that the specification was well balanced with respect to the various and sometimes conflicting views of these stakeholders.

· Should strive for minimization to make it easier to judge the system for correctness and completeness: Are all the components within the system boundary necessary for the correct enforcement of security policy? Are the mechanisms organized such that they are sufficient for security policy enforcement?

Government-Industry IT Security Forum: Strategies for the Development of Security Requirements and Specifications for Computing and Real-Time Control Systems

This Forum provided an opportunity for user, vendor, audit/testing, and research communities to present their perspectives on security requirements and specifications. 

In the Consumer Perspective session, Joe Weiss presented IT security needs from the process control industry point of view, emphasizing the industry’s need for deterministic real-time execution of security functions and the need to be able to specify requirements and evaluate the security of systems rather than just products in isolation. There seems to be some parallelism here with the needs of the FAA, which is applying the CC to air traffic control systems. They have written two Protection Profiles (with Mitre). We’ll get more information on these.

Recurring themes in the vendor session included:

· Timeliness of certification is a very big issue; new software releases are occurring on a 3-month schedule – how can evaluation/certification keep up? In practice, users accept a revised product based on past certification (because they have no acceptable alternative).

·  “We’re not going to get suckered into that (Orange book) scam again”—By the time a product managed to get certified, it was obsolete and the customers didn’t want it, they didn’t end up buying after all. This (and similar) experience has made vendors wary of what users say they will require.

· As a result, requirements are ultimately set by the marketplace (what people actually end up buying, rather than what they say they will require).

· Vendors want a common voice from the users regarding their needs.

· Vendors would like requirements to map to product classes/categories as much as possible, so they only have to apply one PP to a particular product. (This is complicated by different bundling strategies of different vendors.)

· Need to keep requirements as simple and understandable as possible (complaints about “Euro technobabble”).

Some general themes across sessions were:

· Basic agreement that CC is a reasonable framework, although there remain issues that need to be addressed.

· Calls for users, vendors, security experts to work together to develop requirements. Requirements can’t be developed in a vacuum, removed from what is available/possible from vendor standpoint – the strong-arm approach does not work, even with a big customer.

· A check-the-box mentality with respect to security requirements should be avoided, as it tends to not lead to real improvements in security.

· Better to seek an even level of security across all functions than to have some that are very strong and some that are very weak or ignored.

· Need to balance flexibility and security—a secure brick is not an acceptable result.

Unfortunately, we were not able to stay for the open discussion period, which was near the end of the forum. Perhaps Stu Katzke and/or Ron Ross will be able to fill us in on the discussions at the next PCSRF meeting. 

Presentations from the Forum are to be posted on the NIAP web page www.niap.nist.gov.

