PCSRF Conference Call Notes

Wednesday, January 30, 2002 1:30 – 3:00 PM ET

Hosted by NIST

Participants

Al Wavering, Joe Falco and Keith Stouffer (NIST Manufacturing Engineering Laboratory)

Lois Ferson and Dave Teumim (ISA)

Bill Miller (MaCT)

Michael McEvilley (Decisive Analytics Corp)

Em Delahostria (Rockwell)

Tom Phinney (Honeywell)

Sal Depasquale (Georgia Pacific)

Tony Haynes and Dave Tait (NCMS)

Purpose
To share status and plans among participants, and to discuss the Jan. 28, 2002 draft Security Profile Specification (SPS).

Web Site Updates

Several items have been added to the web site recently. These include:

· The Table of Related Activities has been updated.   This includes organizations and activities such as the Partnership for Critical Infrastructure Security, IEC TC57 WG15, Center for Internet Security, etc. Participants were requested to suggest additions to this table. 
· The minutes from the past conference call were added.
Participant status updates 

NIST met with Tony Haynes and Dave Tait from NCMS concerning shop floor operations protection and security for discrete parts manufacturing, pharmaceutical and food and beverage industries.  NIST participated in the AGA/IGT cryptography meeting that was held in D.C.  NIST is also working with CIAO (Tom Bello) and the Homeland Security Office to plan upcoming meetings.  There is currently a meeting planned for February 15 for United States Government agencies that will be convened by Richard Clarke.  A followup meeting to include key stake-holders outside the government is planned for the March 20 timeframe.

Sal Depasquale brought up the topic of shielding the equipment from electronic “gun” attack (RF, EMI, etc) and if this should be addressed in the SPS document.  Shielding the equipment would be a costly task, but it may be necessary.  Although this issue would be out of the scope of the CC (since it only addresses IT security requirements), we should discuss it in the context of potential vulnerabilities and capture that discussion in our documents.

Tom Phinney said that he was introducing a New Work Item on cyber-security into IEC/SC 65C, which handles process control communications standards. This will be voted in the upcoming plenary meeting of IEC TC 65 (industrial automation) and its subcommittees, to be held in Beijing in early April. Tom's intends for this activity to provide a venue for giving process industry cyber-protection agreements IEC document status, probably as Publicly Available Specifications. Such an IEC status provides cover to purchasers under an explicit GATT exemption, so that requiring adherence to these agreements is not a sustainable basis for restraint-of-trade complaints under GATT. 

Dave Teumim  is a consultant in the area of cybersecurity for the oil, gas, and chemical industries, and concentrates on security awareness and training. Recently retired from Agere Systems, a spinoff of Lucent Technologies, where he was a manager for global.  He also spent 15 years. working as a chemical engineer for Union Carbide Corp, BOC, and AT&T.  He has a new Control Systems Security subcommittee under the ISA Safety Division   http://www.isa.org/~safety/security.htm
(near the end of the call) Dave talked about the water treatment plant that was cyber hacked in Australia.  The hacker was a disgruntled employee that tried to attack the SCADA system 45 different times.  Dave also mentioned that once the Process Control PP is in place, there will be a huge amount of training/education required to get people up to speed on it.

Lois Ferson (ISA) mentioned the upcoming ISA conferences in Baltimore and a fall conference that will be discussing network security issues.

Bill Miller (MaCT) submitted an abstract to the CC conference http://www.commoncriteria.org/iccc2001/iccc_main.html.  He is also working with wireless in plants and will keep us updated on the security issues he encounters.  Bill also mentioned the Symposium on Requirements Engineering for IT Security, which will be held in North Carolina in October http://www.cerias.purdue.edu/SREIS.html.

Michael McEvilley (DAC) went to the real-time conference in Anaheim – one approach they are taking is to develop “use cases” which model operations given a certain environment.  The model is not formal (such as UML), but rather a textual description of the scenarios.  Use cases may be a good way to explore component interactions and vulnerabilities in a sector-specific context.  All were asked to send use case ideas (Michael will distribute some guidance including questions and types of information sought). Michael wants everyone in the group to look at the SPS and validate the assumptions that are made in the Operational Security Environment section, as well as provide any other comments they may have.
Safety Standards

Em Delahostria raised the issue of the relationship between safety and security, and wether security would fall in the domain of safety requirements (i.e., if a security breach resulted in a safety problem). The SPS is envisioned as a separate document that focuses on IT security, in the context of a particular environment. However, the relationship between safety and security is a close one (sometimes overlapping, sometimes conflicting, sometimes mutually supporting). Where safety focuses on proper operation in a benign environment, security is intended to assure proper operation in an adversarial environment. From a critical infrastructure standpoint and thinking about potential catastrophic events, certainly processes that have been identified as safety-critical will be ones that deserve attention on the security front.  The total requirements package will include functional requirements, safety requirements, security requirements. We will make every effort to make security requirements consistent with safety requirements; however, where conflicts arise between safety and security, safety will take precedence.

It has been suggested that it might be useful to pattern security requirements after (or at least relate them to) existing safety standards. Related standards/regulations  include:

CFR 29 1910.119 Process safety management of highly hazardous chemicals, available at http://www4.law.cornell.edu/cfr/29p1910.htm 

Preamble at

http://www.osha-slc.gov/Preamble/PSManage_toc/PSManage_toc_by_sect.html 

Chemical Safety Information, Site Security and Fuels Regulatory Relief Act (Public Law 106-40) (EPA)
http://www.epa.gov/ceppo/ap-99law.htm 

IEC 61508, Parts 1 to 7 (inclusive)

Functional Safety for Safety Related Systems 

ANSI / ISA S84.01 

Application of Safety Instrument Systems for the Process Industries.

DOD MIL-STD-882D System Safety Standard Practice 

http://www.geia.org/sstc/G48/882d-mar.doc 
Michael McEvilley and NIST will review the language of the SPS to try to make it consistent with predominate safety standards (esp. IEC 61508) to the extent possible.

Issues related to the way forward:

We discussed the proposed two-tiered approach to gathering information, where we would work with industry organizations to hold sector-specific workshops, and the PCSRF would coordinate and consolidate this information across sectors. There was agreement that this approach could avoid some cross-sector communication difficulties and help get the right people to participate. The straw plan is:

1) Draft requirements specification document (Jan. 28)

2) Review and comments from PCSRF (Feb. 8)

3) Hold PCSRF meeting with EPRI, ISA, API, AGA/IGT, TAPPI, AMWA, NCMS to plan sector-specific workshops to further develop security environment; vulnerabilities and threats. (immediately following the Mar. 20 public-private sector meeting?)  

4) Work with these groups to conduct sector-specific workshops. (April - early May) 

5) PCSRF analyzes and consolidates results into industry-wide specification, with identification of both common and sector-specific issues. (late May)

6) Evaluate progress, plan and conduct round two of workshops focusing on security objectives and security functional requirements. (June - July)

7) Incorporate round two results into specification, review and comment. (August)

8) Produce Protection Profile based on specification. (Sept. - Oct.)

The question of when additional vendors would be engaged was raised. The intent would be to include the vendors that serve each sector in the sector-specific workshops. 

Next Meeting

The next meeting is tentatively planned to be a conference call on Thursday, February 21, 2002.  A face-to-face meeting is tentatively planned for the March 21, 2002 timeframe.  Additional information on how to participate in the call and the next meeting will be posted in the Upcoming Meetings section of the PCSRF web site.
New Action Items

· All - review the Security Profile Specification (SPS), validate/challenge the assumptions stated in the Operational Security Environment section, and provide any other comments to Michael McEvilley, Al Wavering, or the group at large.

· Michael McEvilley – distribute guidance regarding use cases.

· All – submit possible use case scenarios for their specific industry.

· Al Wavering will attend the February 15 USG meeting with Richard Clarke and report on the outcome

· NIST and Michael McEvilley will develop a template for sector-specific workshops and explore the possibility of conducting these with industry organizations.

