PCSRF Conference Call Notes

Friday, May 31, 2002 1:30 – 3:30 PM ET

Hosted by NIST

Participants

Fred Proctor, Keith Stouffer, and Joe Falco (NIST MEL)

Jerry Stenbakken (NIST EEEL)

Dave Teumim (ISA)

Joe Weiss (KEMA Consulting)

Bill Miller (MaCT)

Em Delahostria, Dan Carnahan and Pong Win (Rockwell Automation)

Tom Phinney (Honeywell)

Sal Depasquale (Georgia Pacific)

Mike Fancher (NCMS)

Mike DeVaney (PNNL)

Eric Byres (BCIT)

Diana McCormick (FCWA)

Purpose

To share status and plans among participants; report on the May 15-16 AGA SCADA Encryption meeting in Chicago; discuss the NCMS sector-specific workshop; and plan the timing and agenda for next face-to-face meeting.

Web Site Updates

All the information on the PCSRF site is now password protected. Most of the information on the site is not sensitive and can be found elsewhere on the web, but there is a lot of information gathered in one place. It was advised that we monitor access to the information and therefore it was password protected. If you don’t have a username and password yet, please follow the directions located at http://www.isd.mel.nist.gov/projects/processcontrol/members.html to request one.

The minutes from the past conference call was added to the web site.

Links to the IATF KMI/PKI Protection Profiles were added to the site:

Certificate Management – https://www.iatf.net/protection_profiles/cert_management.cfm
Key Recovery – https://www.iatf.net/protection_profiles/key_recovery.cfm
Class 4 PKI - https://www.iatf.net/protection_profiles/class_4_pki.cfm
Participant status updates 

Fred Proctor (NIST) introduced himself to the group. Fred is now leading the PCSRF effort at NIST. Al Wavering has taken the position of Acting Division Chief of the Intelligent Systems Division.

Keith Stouffer (NIST) reported that all the information on the site is now password protected. Most of the information on the site is not sensitive and can be found elsewhere on the web, but there is a lot of information gathered in one place. If you don’t have a username and password yet, please follow the directions located at http://www.isd.mel.nist.gov/projects/processcontrol/members.html to request one.

Joe Weiss (KEMA) reported that KEMA is holding a cyber security of control systems workshop July 30-31, 2002 in Vancouver, B.C. Eric Byres (BCIT) and Jeff Dagle (PNNL) are among the presenters at the workshop. This workshop immediately precedes the NERC critical infrastructure meeting. Joe talked about FERC’s new the minimal level of security list. This is a list of “thou shalts” for security. FERC will issue a Notice of Public Rulemaking sometime in July. He also reported on several denial-of-service attacks on control systems due to their architecture. There were attacks on 1 SCADA and 2 DCS systems that he was aware of. There was also a self denial-of-service when a company shut itself down in fear during a “worm” attack because it had no firewall for protection.

Eric Byres (BCIT) reported that BCIT is collecting security incident reports related to process control into a Security Incident Database. Companies can access the incident report if they contribute a verifiable incident to the database. The database includes incidents that were both accidental as well as intentional. BCIT is interested in getting comments on the database and how to manage it. Eric asked that anyone with an incident they would like added to this database report it to him at ebyres@bcit.ca. He will sanitize it so that it does not divulge sensitive business information. Submitters will be entitled to access this database freely for some period of time in consideration for their submission. 

Dave Teumim (ISA) reported on the ISA Control System Security Committee http://www.isa.org/~safety/security.htm that he is chairing. ISA is hosting a control security seminar on August 7, 2002 in Philadelphia, PA. This is a “cyber security 101” seminar. There is also a seminar on August 8 with 7 speakers lined up and also includes a “live hack attack” demo. Dave asked the group for permission to use the SCADA and DCS drawings that were developed under the PCSRF for the ISA seminars. The group said this was OK. Dave also asked if he could make changes to the drawings and then submit them back to the group. The group was OK with this as well. Fred Proctor is to send Dave an email confirming permission. 

Eric Byres commented that ISA has had a sporadic batting average on people coming to their events. Some get a lot of attendance and some get very few people attending. Eric said to just be prepared for light attendance, especially if people have to pay to attend the seminar.

Joe Weiss added that there are a lot of security conferences now, but not really any for process control.

Bill Miller (MaCT) reported that he spoke at the International Common Criteria Conference (ICCC) in Ottawa, Canada. There were approximately 400 attendees at the conference (they were expecting 800). There was a big emphasis on system certification. Ron Ross from NIAP is working on requirements for system certification. Bill suggested that it would be a good idea if people in the group would get some Common Criteria training.

Bill also spoke at the ISA Conference on Industrial Process Control Communications Security in Toronto. 

There was a discussion on aligning PCSRF meetings with other groups. Spring and fall are good conference times, people are vacationing during the Summer. Fred added they we should try to develop a calendar of related events to keep on the PCSRF site.

Bill also spoke at the Information Assurance Technical Framework (IATF) conference in D.C. May 30th. There was a lot of discussion on wireless space. There is an IATF Protection Profile for PKI and a peer to peer network profile. The links to the IATF protection profiles will be added to the PCSRF site. To view the links, you must be registered as a member of the IATF. Information on this is available at iatf.net. 

Bill reported that as of July 1, 2002, The Office of the Secretary of Defense (OSD) is requiring that all wireless products procured must use PKI, Advanced Encryption Standard (AES) and digital certificates. Tom Phinnney asked how are the digital certificates validated. Tom mentioned that AES is a symmetric cryptosystem and can’t be used to validate a digital certificate. Fred believed that OSD specified PKI for this, but precisely which methods are unclear. Bill later clarified his report on OSD. OSD will require the use of Public-Key authentication, of which there are two categories. The first is an Authentication via Secret-Key Encryption that does make use of a symmetric algorithm such as DES or AES. The second uses digital signatures using an asymmetric algorithm - a private key known only to that person and a public key, which is given out to others. The second method is CPU intensive and is not suitable for low power devices. The use of AES has been adopted by the U.S. Government for unclassified but sensitive environments to replace the aging DES algorithmic standard. The government currently uses triple-DES (3DES). A challenge-response mechanism and use of HMAC (Hash Message Authentication Code) can further enhance the use of a secret key. The use of temporal key management goes further to prevent man-in-the-middle attacks using shared keys. These methodologies can be employed on wireless networks and extended to the wired network. This methodology is applicable for use with process control systems since it does not derogate system performance. It can be used to provide a secure channel on an end-to-end basis and can be used to encapsulate any Ethernet protocol. This is particularly important for command and control. Bill will be conducting pilot tests with software that provides this capability at the end of this month. There are other products coming on the market this fall that provide peer-to-peer networking, but do not offer the necessary security to be used in an industrial plants. 

Fred Proctor (NIST) reported that he attended the May 15 – 16 American Gas Association (AGA) meetings on crypto protection for SCADA systems in Chicago. Bill Burr from NIST was at the meeting as well. Bill was involved with NIST’s competition for the Advanced Encryption Standard (AES). AGA is looking at securing the link between the remote devices and the supervisory device. There were discussions on how to secure legacy systems as well. One of the AGA attendees, Iouri Kourilov of IQ Software Professionals, did some work for the Chicago-area gas authority to secure communication links, and reported that their method only added about 5 to 6 milliseconds of latency, which the participants deemed acceptable. 

Tom Phinney (Honeywell) added that the smallest bump in the cord for encryption is 7 bytes round trip to completely secure the link. The device has to be protocol aware.

Mike Fancher (NCMS) reported that the NCMS workshop was delayed because of a lack of attendance. Travel is an issue and the biggest challenge is getting the end users to come, not the providers. Fred Proctor is speaking at the Robotic Industries Association (RIA) meeting next week (June 4) and Mike asked if he will spread the work on the NCMS workshop. Mike also asked if we could promote the meeting on the PCSRF site as well. 

Sal Depasquale (Georgia Pacific) reported that most senior managers think that security is handled by computer security. The IT people think that the systems don’t need to be secure because it is already handled as well. There needs to be more awareness on security made to company management. Sal sent Al Wavering an email asking him to host a meeting of the organizations (Sandia, Dow, AIChE) working on analysis tools so that they can share notes. This meeting is tentatively scheduled for June.

Sector Workshops

The National Center for Manufacturing Sciences (NCMS) sector workshop will be held at the Dearborn Inn on June 27, 2002 in Dearborn, Michigan.

Next Meeting

The next meeting will be a conference call on June 18, 2002. The next PCSRF face-to-face meeting will be August 19, 2002 at the AGA headquarters in Washington, D.C. Additional information on the next meeting will be posted in the Upcoming Meetings section of the PCSRF web site when available.

Action Items

Joe Weiss will email the PCSRF information on the July meeting in Vancouver, BC.

Dave Teumim will email PCSRF information on the August 7 – 8 ISA security seminars.

Fred Proctor will email Dave Teumim giving him permission to use the SCADA and DCS drawings that were developed under the PCSRF for the ISA security seminars.

Dave Teumim will distribute any modifications to these drawings back to the PCSRF.

NIST will work on a calendar of related events and post it on the PCSRF site.

Keith Stouffer will add the IATF Protection Profile links to the PCSRF site under the Resources and Links link.

Keith Stouffer will add a link to the June 27 NCMS/NIST workshop on the PCSRF site

Fred Proctor will arrange a “note sharing” meeting sometime in June, per Sal DePasquale’s suggestion

The next PCSRF meeting will be a conference call on June 18, 2002.

The NCMS workshop is scheduled for June 27, 2002.

The Next PCSRF face-to-face meeting will be August 19, 2002 in Washington D.C. and will be hosted by the AGA.

