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Meeting Summary

NIST hosted a meeting with representatives of developers and users of vulnerability assessment methodologies (VAMs) for process control automation to assess VAM efforts across related industries, and determine if any coordination is needed. The meeting was initiated by Sal DePasquale of Georgia-Pacific as a follow-up to conference call discussions of the Process Control Security Requirements Forum (PCSRF) on 18 June. Sal provided a short list of potential participants, most of whom attended as shown:

Name
Affiliation
Attended

Sal DePasquale
Georgia Pacific
X

Tom Good
DuPont
X

Pat Simmons
Dow/CIDX
X

Dave Teumim
Teumim Technical and ISA
X

Michael McEvilley
Decisive Analytics
X

Eric Cosman
Dow
X

Cal Jaeger
Sandia
X

Scott Berger
AIChE/CCPS
X

Basil Steele
Sandia


Fred Proctor
NIST
X

Al Wavering
NIST
X

Jeff Dagle
PNL


The background for this meeting was provided by Sal in an earlier email:

There are many facets to the security of manufacturing systems. Each facet requires the analytical skills of people specialized in particular topic areas. If only one area is addressed, the resulting product will be filled with holes that may be and probably will be exploited by an adversary. 

The facets encompass at least the following:

· Hardware Security

· Data Security

· Communications Security

· Physical Security

· Procedural Security

We need a coordinated effort so that each group can focus on its area of expertise and simply reference the work of others to fill in the gaps. We are suggesting a coordination of effort so that as each organization defines its scope of work, it can focus on its strength and reference the work of others so that a complete package is developed. 

Each area must be addressed and the concluding application of security measures should be done in a manner so that each security measure compliments and supports the other security measures. Some issues may fall under several categories and there may be some duplication, but still there would be less duplication that may result from each organization attempting to address the full range of issues separately.

During the round-the-table extended introductions, several methodologies were mentioned. Scott Berger from the Center for Chemical Process Safety (CCPS) of the American Institute of Chemical Engineers (AIChE) described their vulnerability analysis methodology, which has been under development since November 2001 by about 35 of their members. Tom Good of DuPont described an internally-developed VAM that they license to one of their suppliers. Cal Jaeger of Sandia described their VAM for the chemical industry with a physical protection thrust. 

Scott Berger noted that  CCPS has just started a new project to provide guidelines for designing a safe and secure process control system. This led into a discussion on establishing a repository of best practices, with prescriptions like, “If you’re in Category 1, then use Standard A for security.” Al Wavering noted that NIST’s Information Technology Laboratory has a special publication series, SP-800, for information technology best practices. So, there is something of a precedent for such a repository. 

Pat Simmons suggested that an output of this group could be a high-level strategy, and detailed the work of the Chemical Sector Cybersecurity Forum and the Chemical Industry Data Exchange (CIDX). Sal noted that the American Chemistry Council (ACC) is looking to CCPS for security for chemical plants as a whole, and to CIDX for cybersecurity specifically. The focus is on models for diagnosing vulnerabilities, discerning risks, and calculating risk. Prescriptions for fixing problems are lacking. He voiced the need for standards that make such prescriptions, which would be improved continually over a long period. Pat responded that the ACC has become part of the Chemical Sector Cybersecurity Forum, and is defining what’s needed, identifying what’s available, what needs to be developed and by whom. Pat also presented an overview of the chemical sector input to the National Strategy for Securing Cyberspace document being developed by the Office of Homeland Security and the Critical Infrastructure Office (CIAO).

Actions

The group agreed that we should compile a chart of related efforts for each broad industry sector. Dave Teumim divided the industry into three parts: chemical processing, utilities, and discrete parts manufacturing. The sector focus for this meeting was the first, chemical processing. Following Pat Simmons’ suggestion, the group decided to set up a Task Team with short term activities including painting the landscape, articulating a standardization strategy, and how to expand to include or take into account other sectors. Tom Good, Eric Cosman and Pat Simmons volunteered to write up a charter, with mission and deliverables, and circulate it to the group for refinement. 

